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SAFETY
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SAFETY: The ‘parmesan ' cheese model

barrier

v

No Hazard
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SAFETY: Multiple Barriers

Redundancy Training Safety Reviews

\ v v
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Redundancy: Example
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Multi Barrier System: Example
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Geological Barrier

Technical Barriers

Embedding
Storage cask
Over packs
Backfill

Waste




Multi Barrier System: Example

O === 3 s 3
PyC SiC PyC  buffer fuel

raphite matrix Outer PyC  SIC  Inner PyC Kernel
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- An example of a protection barrier
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THE '‘SWISS CHEESE' MODEL

Faults in Procedural Errors
Redundancies l Human Errors

¥
g’ Hazard
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)
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THE CONCEPT OF RISK:

Environment
Barriers

Hazar

People ﬂv\
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RISK (Qualitative):

Dictionary: RISK =

ISO 31000 / 2008: Risk =
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RISK ANALYSIS
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RISK ANALYSIS:

1. Precautionary principle: system designed so as to
be reasonably far from hazardous conditions

Design Basis Accidents

Safety (Ignorance)

ultimatestrengt

safetyfactor = :
working stress

Factors & Margins

Assumption: Capability of assessing system performa nce under design
conditions but not under undesired conditions (unce rtain space)
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RISK ANALYSIS:

2. Systemic Analysis of system performance under
undesired conditions (uncertain space)

System/Man/Environment
Interactions under uncertainty

PROBABILISTIC RISK ASSESSMENT
(QUANTITATIVE RISK ASSESSMENT)
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1. What undesired conditions may occur? A~cident Scenari 0,

2.  With what probability do they occur? ~ obalbility,

3. What damage do they cause? —onseguence,
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FARMER'S CURVE:

unacceptable

* acceptable dpldx=-1

dp/dx=-1.5
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RISK MATRIX:

ALARA (As Low As
Reasonably Achievable),
almost acceptable: risk
reduction, if possible

. Acceptable
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RISK INFORMATION:

RISK (A)= RISK (B) A=(P, X): B=(p, X)

A: Prevention B: Protection, Mitigation
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Risk and Reliability
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RELIABILITY
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RELIABILITY: What?

Reliability: an appreciable attribute of a person or artifact

Samuel T. Coleridge

“He inflicts none of those small pains and discorgaevhich

Irregular men scatter about them and which in tgr@gate

so often become formidable obstacles both to haggiand
utility; while on the contrary he bestows all tHegsures,
and inspires all that ease of mind on those aroina or

connected with him, with perfect consistency, d@suCch a

word might be fram@dabsolutereliability.”

Reliability : a pervasive concept...
Web of science (science citation) 9512
Library of congress 3253
Google 12,500,000
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RELIABILITY: What?

Reliability: ability to perform an assigned task for a givemet

» Always present in human activities
* Increased importance with industrial revolution

Fromreasonabléo rationalsolutions

Reliability Engineering
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RELIABILITY ENGINEERING

An ensemble of formal methods to investigate the
(uncertain) limits of systems

Why systems falkeliability physics to discover

causes and mechanisms of failure and to identify
consequences)

How to develop reliable systems

How to measure/test reliabllityin design,
operation and management)

How to maintain systems reliabl@uilt
diagnosis and prognosis, maintainability)
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RELIABILITY ENGINEERING: old problems

e System representation and modeling

e System model quantification

e Uncertainty modeling & quantification

ISIS 2008

Toulouse, July 8-10, 2008 Prof. Enrico Zio




SYSTEM REPRESENTATION
AND MODELING:

Fault Tree Analysis (FTA)
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Fault Tree Analysis (FTA)

e Systematic and guantitative
e Deductive

AlM:

1. Decompose the system failure in elementary
fallure events of constituent components

2. Computation of system failure probability,
from component failure probabilities
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FT construction
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FT construction: Procedure steps

1. Define top event (system failure)

Side road car
Main road car
Side road car driver

T = Crash at main road junction
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FT construction: Procedure steps

1. Define top event (system failure)

2. Decompose top event by identifying subevents
which can cause it.

The side road car fails to stop when a car is approaching the
junction from the main road

T = Crash at main road junction

AND é

CAR AT MAIN SIDE ROAD
ROAD CAR FAILS TO
JUNCTION STOP
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FT construction: Procedure steps

Define top event (system failure)

Decompose top event by identifying subevents
which can cause it

Decompose each subevent in more elementary

subevents which can cause it

ISIS 2008

T = Crash at main road junction

AND @

CAR AT MAIN
ROAD
JUNCTION

SIDE ROAD
CAR FAILS TO
STOP

o S

SIDE ROAD
CAR DRIVER
DID NOT STOP
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SIDE ROAD CAR
DRIVER COULD




FT construction: Procedure steps

Define top event (system failure)
Decompose top event by identifying subevents which can cause it

Decompose each subevent in more elementary subeven  ts which can
cause it

Stop decomposition when subevent probability data are available
(resolution limit): subevent = basic or primary even t
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FT qualitative analysis
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FT qualitative analysis

FT = set of boolean algebraic equations (one foreac h
gate) => structure (switching) function  F..

Xe = Xy, Xy s ooy X0)

Boolean algebra to solve FT equations

Reduce £ in terms of minimal cut sets (mcs)

e cut sets = logic combinations of primary events which render
true the top event

 minimal cut sets = cut sets such that if one of the events is not
verified, the top event is not verified
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FT qualitative analysis: results

1. mcs identify the component basic failure events
which contribute to system failure

2. qualitative component criticality: those componen ts
appearing in low order mcs or in many mcs are most
critical
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SYSTEM MODEL
QUANTIFICATION:

Fault Tree Analysis (FTA)
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FT quantitative analysis
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FT quantitative analysis

Compute system failure probability from primary eve nts
probabilities by:

1. using the laws of probability theory at the fault tree
gates
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FT quantitative analysis
Compute system failure probability from primary
events probabilities by:

. using the laws of probability theory at the fault tree
gates

. using the mcs found from the qualitative analysis

mcs mcs 1 mcs

PIF(X)=1]=  PIM ]- PIM,M J+L +(- )™ *P[O M ]

j=1 i=1 j=i+l j=1

It can be shown that:

mcsl:)[l\/I j]- mcs- 1 mCSP[MiM j] £P[F(l) :1] £ mCSP[M j]

j=1 i=1 j=i+l j=1
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FT quantitative analysis: Example
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6 mcs:

P(M,) =P(X,Xz)=0.01-0.1=0.001
P(M,)=P(X,X-)=0.01-0.01=0.0001
P(M;)=P(X,X) =0.01-0.01=0.0001
P(M,)= P(X,X)=0.01-0.01=0.0001
P(M;) =P(X,X;)=0.01-0.001=0.00001
P(Mg) =P(X,X,,)=0.01-0.0001=0.0000C

1

mc

PIF(X)=1€ H M]=0.0013

j=1

m mcsl mcs

PIF(X)=1° H M ] P M M]= 0.0009

Prof. Enrico Zio
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UNCERTAINTY
MODELING AND QUANTIFICATION
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The ‘U Factor’ (Uncertainty)

Aleatory: randomness due to inherent variabllity in the system
behaviour (occurrence of the events which define the
various possible accident scenarios)

Epistemic: imprecision due to lack of knowledge and information
on the system (lack of knowledge of fixed but poorly
known parameter values entering the evaluation of
the probabilities and consequences of the accident
scenarios)
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Uncertainty modeling and guantification

*How to collect information (data and expert judgment)

How to aggregate information from multiple, diverse sources
How to propagate the uncertainty through the model

*How to present results for use to decision makers

How to perform sensitivity analyses
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Probabilistic methods

Current reliability/risk assessment practice: both aleatory and
epistemic uncertainties are represented by probability
distributions.

Probabillistic representation of epistemic uncertainty with scarce

data => expert elicitation (subjective view of probability)

?
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Evidence, Fuzzy, Possibilistic Theories

Alternative frameworks of uncertainty representation:
 fuzzy set theory

 evidence theory

* possibility theory

e interval analysis

Possibility theory most attractive for risk assessment:
representation power + mathematical simplicity.

possibility + probability: integrated framework of
representation and analysis of aleatory and
epistemic uncertainties
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Conclusions

Safety and Reliability Engineering of complex systas:

Old & new problems for old & new methods

e System representation and modeling
{FT/ETs, Markov Diagrams, BDDs, Petri Nets, BBN, Hyband Soft}

System model guantification

{Analytical, Monte Carlo simulation, Metamodeling Bpft Computing
(e.g. Neural Networks)}

Uncertainty modeling & guantification

{Probability, Possibility, Evidence, Fuzzy Logic}
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Work In progress...

...results still uncertain...
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Master In...

...cowboy engineering!

.
¢ )

SIS 2008
Toulouse, July 8-10, 2008




Quantification of example fault tree:

Probability Scale

1in10

1in 100
1in 1000

1 in 10000
1in 100000
1in1m

Frequent
Probable
Occasional
Remote
Improbable
Extremely
Remote

CRASH AT
MAIN ROAD
JUNCTION

AND @

CRASH Probability —0.001 or 1 in 1000

If 6000 cars use the side road every year
than it is expected that 6-7 crashes per ys
may occur

CAR AT MAIN
ROAD
JUNCTION

P=0.01

SIDE ROAD
CAR FAILS TO
STOP

OR Q P=0.131

SIDE ROAD
CAR DRIVER
DID NOT STOP

SIDE ROAD CAR
DRIVER COULD
NOT STOP

DRIVING
TOO FAST

VISION
OBSCURED

DRIVER
TOO ILL

ROAD TOO
SLIPPERY

BRAKE
FAILURE
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